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DB7??

o MySQL?72?

mysql -u root -p

e DB??



CREATE DATABASE wordpress CHARACTER SET utf8mb4 COLLATE utf8mb4_bin;

GRANT ALL PRIVILEGES ON wordpress.* TO 'wpuser'@'localhost’;

FLUSH PRIVILEGES;

exit
777°DB7?

mysql -u wpuser -p

e DB??

SHOW DATABASES;

e DB????

use wordpress;

SHOW VARIABLES LIKE 'collation_database’;



exit

Wordpress??

sudo chown www-data:www-data /var/log/wordpress

Wordpress??77?7?777777?



<VirtualHost *:80>
# [T

servername hoge.example.com

# HTTPOOTITITHTTPSOITIIT

RewriteEngine On
RewriteCond %{HTTPS} off
RewriteRule ™~ (.*)$ https://%{HTTP_HOST}%{REQUEST URI} [R=301,L]
</VirtualHost>
<VirtualHost *:443>
# [T
ServerName hoge.example.com
CustomLog /var/log/wordpress/wp_access.log combined

ErrorLog /var/log/wordpress/wp_error.log

# Wordpress[TTTTTIITTIITIIITIT

DocumentRoot /home/www-data/wordpress
<Directory /home/www-data/wordpress>
Options Indexes FollowSymLinks
AllowOverride All
Require all granted

</Directory>

#[LIITTTTII

Header always set Strict-Transport-Security "max-age=63072000"
Header set X-Content-Type-Options "nosniff"

Header always append X-Frame-Options "SAMEORIGIN"

Header set X-XSS-Protection "1; mode=Dblock"

#SSLT]
SSLEngine on
Protocols h2 http/1.1
SSLCertificateFile /path/to/ssl/certificate.crt

SSLCertificateKeyFile /path/to/ssl/private.key

# [T

# Mod_Security[T]

SecRuleEngine DetectionOnly



# Web T T T T

## I
SecRequestBodylnMemoryLimit 524288000
SecRequestBodyLimit 524288000

## [T
SecRule ARGS:modsecparam "@contains test" "id:4321,deny,status:403,msg:'ModSecurity test rule has
triggered"

</VirtualHost>

# (TS S LTI
# </VirtualHost>[TTTTIIIITIIIII

SSLProtocol all -SSLv3 -TLSv1 -TLSv1.1 -TLSv1.2

SSLCipherSuite ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES256-GCM-SHA384:EC6-GCM-SHA384

SSLHonorCipherOrder  off

SSLSessionTickets off

SSLUseStapling On
SSLStaplingCache "shmcb:logs/ssl_stapling(32768)"

sudo a2ensite wordpress.conf

o 7777

sudo apache2ctl configtest



systemctl status apache2.service
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sudo a2dissite wordpress.conf

.----

sudo apache2ctl configtest




