Redmined.2(Redmine 5.x)?SSL 77

e Ubuntu 20.04? / Ubuntu 22.04??Redmine 5.X)
e Apache2.4



Let's Encrypt???7?7?237?

¢ hoge.sample.com.crt.202301 (?7??./etc/certs???)
¢ hoge.sample.com.key.202301 (???:/etc/private???)

sudo In -sf hoge.sample.com.crt.202301 hoge.sample.com.crt

Is -l hoge.sample.com.crt



sudo In -sf hoge.sample.com.crt.CA.202301 hoge.sample.com.CA.crt

Let's Encrypt????chain.pem???)

sudo In -sf hoge.sample.com.key.202301 hoge.sample.com.key

Is -l hoge.sample.com.key

openssl x509 -noout -dates -subject -in /etc/certs/hoge.sample.com.crt

e notBefore=
e nNotAfter=

openssl x509 -pubkey -in /etc/certs/hoge.example.com.crt -noout | openssl md5

openssl pkey -pubout -in /etc/private/hoge.example.com.key | openssl md5

openssl crl2pkes?7 -nocrl -certfile /etc/certs/hoge.example.com.crt | openssl pkcs7 -print_certs -outform PEM |
awk 'BEGIN {c=0;} /BEGIN CERTIFICATE/ {c++} { print > "cert" c ".pem"}' && openssl verify -CAfile cert2.pem

certl.pem

k& openssl verify -CAfile cert2.pem certl.pem
certl.pem: OK



openssl verify -CAfile /etc/certs/hoge.sample.com.CA.crt /etc/certs/hoge.example.com.crt

k& Jetc/certslhoge.example.com.crt: OK

cat /etc/apache2/mods-available/rewrite.load
cat /etc/apache2/mods-available/ssl.load
cat /etc/apache2/mods-available/headers.load

sudo a2enmod rewrite
sudo a2enmod ssl
sudo a2enmod headers

sudo systemctl restart apache2

Apache??7?7?7?7777?

sudo mkdir -p /etc/apache2/old

cd /etc/apache?2/sites-available && pwd



sudo a2dissite redmine.conf

sudo systemctl restart apache2.service

cat <<-_EOF__ | sudo tee -a /etc/apache2/sites-available/redmine.conf
<VirtualHost *:80>
servername [hoge.example.com[]
# [T
RewriteEngine On
RewriteCond %{HTTPS} off
RewriteRule ~(.*)$ https://%{HTTP_HOST}%{REQUEST _URI} [R=301,L]
# HTTPIIIIIIIOHTTPSIIIIIIIIL

</VirtualHost>

<VirtualHost *:443>
ServerName [Jhoge.example.com[]
# [T
DocumentRoot [Yhome/www-data/redmine/public[]
# I
<Directory [Jhome/www-data/redmine/public[]>
# [
Options -MultiViews
AllowOverride All
Require all granted

</Directory>

#SSL[T]
SSLEngine on
Protocols h2 http/1.1
# SSLTIT



SSLCertificateFile [Jetc/certs/hoge.example.com.crt[]

# SSLOTIIII
SSLCertificateKeyFile [Jetc/private/hoge.example.com.key[]

# [TITTTITT

# SSLCACertificateFile [Jetc/certs/hoge.example.com.CA.crt[]

# I T

#[TTTITTTIIT]

Header always set Strict-Transport-Security "max-age=63072000"
Header set X-Content-Type-Options "nosniff"

Header always append X-Frame-Options "SAMEORIGIN"

Header set X-XSS-Protection "1; mode=Dblock"

</VirtualHost>

SSLProtocol all -SSLv3 -TLSv1 -TLSv1.1 -TLSv1.2

SSLCipherSuite ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES256-GCM-SHA384:EC6-GCM-SHA384

SSLHonorCipherOrder  off

SSLSessionTickets off

SSLUseStapling On

SSLStaplingCache "shmcb:logs/ssl_stapling(32768)"
# IIOSSLOTTIITIIIIIIITD

# </VirtualHost>[TTTTITIIIIIITI1]

__ EOF__

sudo systemctl restart apache2.service



Redming???7?7?77777?

1. Redming????2?7?7?7277?7"

2. NN
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4. 272 HTTPHTTPS??7-
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