Apache??7?7?7?

e Ubuntu????Mod_Security????
e Mod_ Security




Ubuntu20.04?7?77?A pache?DoS?777?77?
?2(mod_evasive)?7??

7

e Ubuntu 20.04
e Apache 2.4?
o FW2ufw???




sudo diff -u /path/to/backup/directory/evasive.conf.$(date +%Y%m%d) /etc/apache2/mods-

available/evasive.conf

o /etc/apache2/mods-available/evasive.conf

DOSHashTableSize 3097
DOSPageCount 100
DOSSiteCount 100

#[TTTITTT T
DOSPagelnterval 1

DOSSitelnterval 1
DOSBlockingPeriod 10

#DOSEmailNotify you@yourdomain.com

#[TTIT I

DOSSystemCommand "sudo ufw deny proto tcp from %s to any port 80,443"
# [T I8 0/44 31T

DOSLogDir "/var/log/mod_evasive"

DOSWhitelist 127.0.0.1

DOSWhitelist XX XX XX, XX



# [T PO

sudo diff -u /path/to/backup/directory/evasive.conf.$(date +%Y%m%d) /etc/apache2/mods-

available/evasive.conf

o 777

- #DOSHashTableSize 3097
- #DOSPageCount 2

-  #DOSSiteCount 50

- #DOSPagelnterval 1

- #DOSSitelnterval 1

- #DOSBlockingPeriod 10

+ DOSHashTableSize 3097
+ DOSPageCount 100
+ DOSSiteCount 100
+ DOSPagelnterval 1
+ DOSSitelnterval 1
+ DOSBIlockingPeriod 10
#DOSEmailNotify you@yourdomain.com
- #DO0OSSystemCommand "su - someuser -c '/sbin/... %s ...""
-  #DOSLogDir "/var/log/mod_evasive"
+ DOSSystemCommand "sudo ufw deny proto tcp from %s to any port 80,443"
+ DOSLogDir "/var/log/mod_evasive"
+ DOSWhitelist 127.0.0.1
+ DOSWhitelist XX XX XX XX
</IfModule>
o 7777

sudo apache2ctl configtest

e apache???


https://qiita.com/bezeklik/items/b3db4c0d5487f7120e73

sudo systemctl restart apache2.service




Ubuntu???Mod_Security????

e Apache2.4

2 27277772aptitude

sudo apache2ctl -M |grep security

security2_module (shared)




sudo mv /etc/modsecurity/modsecurity.conf-recommended /etc/modsecurity/modsecurity.conf

sudo mv /usr/share/modsecurity-crs/coreruleset/crs-setup.conf.example /usr/share/modsecurity-

crs/coreruleset/crs-setup.conf

/etc/apache2/mods-available/security2.conf

- </IfModule>
+ # Include OWASP ModSecurity CRS rules if installed
+ IncludeOptional /usr/share/modsecurity-crs/*.load

+</IfModule>



e Apache???

sudo systemctl restart apache2.service

/etc/apache2/sites-available/your_site.conf

# Mod Security

## ModSecurity[1T]

SecRuleEngine On

## ModSecurity[I111T]

### T TISecRuleEngine ONITTTTTTITTITTTITTIT]



#SecRuleEngine DetectionOnly

## [T
SecRequestBodylnMemoryLimit 524288000
SecRequestBodyLimit 524288000

#4# T
SecRule ARGS:modsecparam "@contains test" "id:4321,deny,status:403,msg:'ModSecurity test rule has
triggered"

diff -u /path/to/backup/directory/your_site.conf.$(date +%Y%m%d) your_site.conf

+# Mod Security

+

+## ModSecurity[1T]

+SecRuleEngine On

+## ModSecurity[T11T]

+### [[IIIIIII1SecRuleEngine On[TIITTIITIIIIIIIIIIT]

+#SecRuleEngine DetectionOnly

+
+## [T
+SecRequestBodylnMemoryLimit 524288000
+SecRequestBodyLimit 524288000

+

+## T

+ SecRule ARGS:modsecparam "@contains test" "id:4321,deny,status:403,msg:'ModSecurity test rule has
triggered"

e Apache???

sudo systemctl restart apache2.service



systemctl status apache2.service

Forbidden

You don't have permission to access this resource.

ModSecurity: Access denied with code 403 (phase 2). String match "test" at ARGS:modsecparam. [file
"/etc/apache2/sites-enabled/your_site.conf"] [line "53"] [id "4321"] [msg "ModSecurity test rule has triggered"]

[hostname "host_address"] [uri "/"] [unique_id "xxxxxxXx"]

## ModSecurity[1T]

#SecRuleEngine On
## ModSecurity[TT11]
### T TSecRuleEngine ONITTTTTTITTTTTTITTIT]

SecRuleEngine DetectionOnly



https://barrel.reisalin.com/uploads/images/gallery/2024-09/5EN1grbCMhlR8xp1-image-1725858177345.png

Mod_Security???7?27?772777777?77Next
cloud??7?7?777?77?

Nextcloud?mod_security

[Wed Sep 11 16:35:02.048442 2024] [security2:error] [pid 32762:tid 32762] [client aaa.bbb.ccc.ddd:56994]
[client aaa.bbb.ccc.ddd] ModSecurity: Warning. Operator GE matched 5 at TX:inbound_anomaly_score. [file
"/usr/share/modsecurity-crs/rules/RESPONSE-980-CORRELATION.conf"] [line "92"] [id "980130"] [msg "Inbound
Anomaly Score Exceeded (Total Inbound Score: 5 -
SQLI=0,XS5=0,RFI=0,LFI=0,RCE=0,PHPI=0,HTTP=0,SESS=0): individual paranoia level scores: 5, 0, 0, 0"] [ver
"OWASP_CRS/3.3.5"] [tag "event-correlation"] [hostname "nextcloud.hoge.com"] [uri

"/ocs/v2.php/apps/user_status/api/vl/heartbeat"] [unique_id "ZuFlJU_udFagxqrJvRLaPQAAAAA"]

awk '/ModSecurity/ {
ip = gensub(/.*\[client ([0-9.]1+):.%/, "\\1", "g", $0);
rule_id = gensub(/.*\[id "([0-91+)"\1.*/, "\\1", "g", $0);

print rule_id, ip;



}' /var/log/nextcloud/nextcloud_error.log | sort | uniq -c

36911100 127.0.0.1
267 911100 aaa.bbb.ccc.ddd
65 920420 aaa.bbb.ccc.ddd

36 949110 127.0.0.1
267 949110 aaa.bbb.ccc.ddd
36 980130 127.0.0.1
267 980130 aaa.bbb.ccc.ddd

sudo cp -ci /etc/apache?2/sites-available/nextcloud.conf /path/to/backup/directory/nextcloud.conf.$(date

+%Y%m%d)

/etc/apache?2/sites-available/nextcloud.conf

# Mod_security
## (1111110

SecRuleEngine DetectionOnly

## [0



SecRuleRemoveByld 911100
SecRuleRemoveByld 920420
SecRuleRemoveByld 949110
SecRuleRemoveByld 980130

o 777

## 110

SecRuleEngine DetectionOnly

+

+#4# [I11111D
+SecRuleRemoveByld 911100

+SecRuleRemoveByld 920420
+SecRuleRemoveByld 949110
+SecRuleRemoveByld 980130
+

</VirtualHost>

o 7777

sudo systemctl restart apache?2.service

e Apache????

systemctl status apache2.service

7777






